
Introduction

Management’s system of internal control over 
financial reporting (ICFR) and the processes employed 
in the operation of the system of internal control, 
are essential to quality financial reporting. A system 
of internal control includes a variety of policies, 
procedures and processes, and documentation of which 
can take a variety of forms. 

Often, management’s policies and procedures are 
documented in narrative form and are made available 
to new employees, accessible throughout their daily 
activities. Organizational charts, typically accompanied by 
narrative position descriptions defining specific roles and 
responsibilities, are also components of management’s 
system of internal control. Most organizations have 
not experienced difficulty in documenting policies and 
procedures. The challenge in documenting internal 
controls is at the process level. 

This paper provides background on how documentation 
of ICFR came in to being and an overview of the 
external auditor’s responsibilities for testing your 
internal controls. Read on to get suggestions to 
enhance your ICFR documentation to facilitate both 
management’s assessment of ICFR and the external 
auditor’s testing of your controls in support of his or 
her opinion on ICFR. 

Why document ICFR?
In 1977, the Foreign Corrupt Practices Act introduced 
provisions requiring issuers to maintain a system of internal  
control though, to my knowledge, there were no specific 
documentation requirements.1 It wasn’t until the passage 
of the Sarbanes-Oxley Act of 2002 (SOX) and the 
issuance of the Public Company Accounting Oversight 
Board’s (PCAOB) new auditing standard in 2004, that 
documentation of internal controls began to receive 
increased attention.2 

For several years, preparers, auditors, and regulators 
struggled with the implementation of SOX, and in many 
cases, issuers found themselves documenting all kinds of 
controls without regard to risk. It seems auditors, naturally, 
followed suit and spent a lot of time testing controls, 
again without a clear strategy tied to risk. The end result 
was that preparers experienced significant increases in 
audit costs, and all constituents in the financial reporting 
process exerted pressure on the SEC, PCAOB, Congress, 
and others to fix the situation. 

On June 25, 2007, The Securities and Exchange Commission 
(SEC) approved the PCAOB’s Auditing Standard No. 5 (AS 
No. 5) to replace Auditing Standard No. 2. Two days later, the 
SEC issued guidance for management’s report on ICFR 
(SEC guidance). 

A common element in both the SEC and PCAOB 
releases was the emphasis on a top-down, risk-based 
approach to identifying and testing internal controls. It is 
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in the SEC’s guidance that the issue of documentation of 
internal controls is specifically addressed: “Management 
is responsible for maintaining evidential matter, including 
documentation, to provide reasonable support for its 
assessment. The evidence will also allow a third party, such 
as the company’s external auditor, to consider the work 
performed by management.”3

How much documentation is enough?
As you might expect, the SEC guidance did not provide 
bright line rules on the form, content, or breadth of 
documentation to be maintained, but rather, provided 
guidelines to assist management in this endeavor. The 
short answer to the question of how much documentation is 
enough? is it depends. 

Enough documentation depends on a variety of factors, 
for example the:

• Risk (including fraud risk) associated 
with the control

• Complexity of the design and operation 
of the control

• Complexity of the relevant generally accepted 
accounting principles

• Extent of estimates and judgments required 
to operate the control

The SEC guidance is organized around two broad principles:4

1.  “…management should evaluate whether it has 
implemented controls that adequately address the risk that 
a material misstatement of the financial statements would 
not be prevented or detected in a timely manner.”

2.  “…management’s evaluation of evidence about the 

operation of its controls should be based on its 
assessment of risk.”

Instead of focusing on the right amount of documentation of 
internal controls, you should devote your efforts to achieving 
the above principles by evaluating the quality of your 
documentation. You should also develop documentation that 
will not only serve to support your assessment of ICFR and 
any other reporting or compliance requirements, but also 
assist the external auditor in achieving the objectives of an 
integrated audit of financial statements and ICFR. 

As it relates to the external auditor, it is beneficial to have a 
general understanding of the objectives and requirements 
of the auditor’s professional standards as set forth in AS 
No. 5. You should facilitate a meaningful discussion with 
the external auditors about your risk assessments and the 
controls you determined were most important to your 
assessment of ICFR. 

I have heard some question whether such a discussion 
could compromise auditor independence, and the answer 
is absolutely not. In fact, Jim Schnurr, Chief Accountant of 
the SEC, has encouraged dialogue between management, 
auditors, and audit committees: 

“…both auditors and management as well as audit 
committees need to focus on the ongoing maintenance  
and assessment of ICFR. I encourage the three parties 
to engage in robust dialogue regarding ICFR design and 
assessment in the context of existing guidance form the  
SEC and the PCAOB.”

—Jim Schnurr, Chief Accountant, Office of the Chief 
Accountant, Remarks Before the 2015 AICPA National 
Conference on Current SEC and PCAOB Developments5

Instead of focusing on the right amount of documentation of internal 
controls, you should devote your efforts to achieving the above principles 
by evaluating the quality of your documentation.
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If you are not having these discussions with your auditor, 
you may be missing opportunities to make your assessment 
of risks and documentation of controls more efficient  
and effective for both management’s and the external 
auditor’s purposes.  

 Overview of an auditor’s responsibilities  
under AS No. 5
To make your documentation of internal controls more 
effective for use by external auditors, you should have an 
understanding of the auditor’s responsibilities for testing 
your internal controls.

Generally, AS No. 5 requires the auditor to take a top-down 
approach to the audit of ICFR to select the controls to test. 
This approach begins at the financial statement level and 
with the auditor’s understanding of the overall risks to ICFR. 
The auditor then focuses on entity-level controls and works 
down to significant accounts, disclosures, and their  
relevant assertions.6 

This approach directs the auditor’s attention to 
potential items that present a reasonable possibility of 
material misstatement to the financial statements and 
related disclosures. The auditor then verifies his or her 
understanding of the risks in the company’s processes and 
selects to test those controls that sufficiently address the 
assessed risk of misstatement to each relevant assertion.7 

The auditor must test those entity-level controls that are 
important to the conclusion about whether the company 
has effective ICFR. Entity-level controls vary in nature 
and precision. Some may have an important, albeit 
indirect, effect on the likelihood that a misstatement will 
be detected or prevented on a timely basis. Others may 
operate at a level of precision that would adequately 
mitigate the risk of material misstatement and eliminate 
the need for the auditor to test other controls related 
to the specific account or disclosure and its relevant 
assertions. 

The auditor then identifies significant accounts and 
disclosures and their relevant assertions. Relevant 
assertions are financial statement assertions that have a 

reasonable possibility of containing a misstatement that 
would cause the financial statements to be materially 
misstated. The financial statement assertions include:

• Existence or occurrence
• Completeness
• Valuation or allocation
• Rights and obligations
• Presentation and disclosure8 

As part of selecting controls to test, the auditor needs to 
gain an understanding of likely sources of misstatement. 
This begins with the auditor understanding the flow of 
transactions related to the relevant assertions, including 
how the transactions are initiated, authorized, processed, 
and recorded. This understanding should also include how 
IT affects the company’s flow of transactions. The auditor 
identifies points in the process where a misstatement, 
including a misstatement due to fraud, could occur and 
identifies the controls that management has implemented 
to address the potential misstatements.

Based on this understanding, the auditor selects controls 
to test. The auditor should test those controls that are 
important to the auditor’s conclusion about whether the 
company’s controls sufficiently address the assessed risk of 
misstatement to each relevant assertion.9

With a general understanding of guidance and the 
auditors’ process, consider factors to enhance the quality 
of your documentation to make your audit more efficient 
and effective.

Quality of documentation
When I think about documentation of internal controls, 
I think of four Cs being characteristics of efficient and 

...characteristics of efficient and 
effective documentation: clear, 
concise, consistent, and current.

6. “Auditing Standard No. 5 – An Audit of Internal Control Over Financial Reporting That Is Integrated with an Audit of Financial Statements.” (2007). Paragraph 24. 
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effective documentation: clear, concise, consistent, 
and current. Applying these four characteristics to the 
documentation of controls—that present both high and 
low risks to materially accurate financial information—
should result in varying levels of documentation linked to 
risks. The following characteristics will help you evaluate 
the right amount and quality of documentation. 

Clear 
Clear means easily understood, obvious, and not causing 
any doubt. Some factors to consider when evaluating your 
documentation for clarity may include:

• Are significant accounts and disclosures, and their 
relevant assertions, clearly identified?

Some auditors may use different terminology to 
describe the relevant assertions stated in AS No. 5. 
To ensure clarity, consider using the same terminology 
in your documentation as used by your auditor.

• Is it clear how risk was assessed at the assertion 
level, including fraud risk, and the factors driving 
the assessment?

Fraud risk is a key component of the risk assessment 
process. For example, auditors are required to consider 
that a fraud risk exists with respect to improper 
revenue recognition.10 

• Are controls in automated and manual processes 
clearly identified?

• Have you identified important controls?

Neither management nor the auditor are required to  
test all controls over a relevant assertion. Both should 
identify controls that provide the greatest amount of 
evidence, commensurate with the risk, to minimize  
the risk of misstatement. 

• Does your documentation identify controls over 
computer generated reports and data, including 
spreadsheets, used in the operation of controls?

Frequently, PCAOB inspections have found audit 
deficiencies because auditors failed to test controls 
over the completeness and accuracy of computer 
generated data used in the operation of a control. 
If your documentation includes controls over the 
completeness and accuracy of computer generated 
data used in the operation of a control, it is less likely 
that the auditor will miss testing the controls.

• Is the form of documentation (e.g., flowcharts, 
narratives) best suited to the specific financial 
statement element account or process?

There is no requirement as to the form and content of 
documentation. Typically, a combination of flowcharts 
and narratives, depending on the complexity of the 
process or activity, will enhance the clarity 
of documentation.

• Are control deficiencies and the basis for 
management’s evaluation of the severity of the 
deficiency clearly stated?

An individual control does not have to operate without 
deviation to be considered effective.

When evaluating your internal control documentation, 
focus on controls that involve a significant amount of 
judgment, significant estimates, or operate infrequently. 

Controls that operate infrequently would include 
controls over the period-end financial reporting process, 
the accounting for income taxes, the evaluation of 
impairment of long-lived and intangible assets, and the 
accounting for business combinations. The PCAOB 
has frequently identified deficiencies in the auditing 
of infrequently operated controls. 

Concise
Concise means using few words and not including 
unnecessary information.

Consistent
Consistency of documentation across processes and 
locations will make it easier for all parties to use the 
documentation in the most efficient and effective manner. 
As noted earlier, documentation of internal controls typically 
includes a combination of flowcharts and narratives. 

When evaluating your internal control 
documentation, focus on controls 
that involve a significant amount of 
judgment, significant estimates, or 
operate infrequently. 

10. “Auditing Standard No. 12, Identifying and Assessing Risks of Material Misstatement.” (2007). Paragraph 24. Public Company Accounting and Oversight Board. 
Retrieved from https://pcaobus.org/Rulemaking/Docket%20026/Release_2010-004_Risk_Assessment.pdf



Within each of these documents, the use of common 
terminology (e.g., descriptions of relevant assertions, 
descriptions of risk assessments) can facilitate employee 
understanding of the process and facilitate review by both 
management and the auditor. Similarly, flowchart software 
and terminology should be consistent across processes  

and locations.

Current

Ensuring your documentation is up-to-date may be one of 
the biggest challenges you face considering the dynamic 
nature of most businesses. Documentation of ICFR needs 
to include a process to identify and track changes in the 
system of internal control and management’s evaluation of 
whether the changes need to be reported under Item 308 
(c) of Regulation S-K. 

Because both management’s assessment of and the 
auditor’s opinion on internal controls is as of a particular 
date, it is essential that changes in internal control and 
the related documentation be updated simultaneously. Of 
course, any changes in important internal controls need 
to be tested to ensure they are designed and operating 
effectively before the as of date.

Conclusion
Documentation of internal controls, considering both 
the needs of management and the external auditor, can 
result in the right amount of documentation for your 
organization, and it will contribute to increased efficiency 
and effectiveness in the management assessment and 
external audit processes.

A note from the author
Effect of new standards

While this paper is directed to internal controls in 
place, I would be remiss to not remind preparers about 
planning for the impact of new or revised accounting 
standards on your systems and controls. Obviously, the 
new revenue recognition standard has the potential to 
affect all companies and all industries, but the extent of 
the impact will differ from industry to industry.11 

To quote from a speech by the chief accountant 
of the SEC, “I believe that management’s ability 
to successfully transition to the new standard will 
depend, to a large degree, on the effective design and 
operation of internal control over financial reporting 
(ICFR). Therefore, it is appropriate that ICFR remains an 
important topic of discussion for management, auditors 
and audit committees.”12 

It is important that you be well underway in your 
understanding of the new accounting standard and its  
effect on the design and operation of your system of  
internal control.

Communication

I cannot overemphasize the benefit of engaging in a 
rigorous discussion of your internal controls with your 
external auditor to ensure a clear understanding of how 
you view your business, how you have identified risks 
in your business, and the internal controls you have 
identified to mitigate those risks. 

I would expect that in most cases, there should not be 
a difference in the identification of important controls 
between you and your auditor. If there is a difference in 
identification of important controls, then it is possible 
the auditor has not gained a clear understanding of your 
systems and processes to understand likely sources 
of misstatement. You should work with your auditor 
to understand and resolve those differences and, if 
necessary, elevate the matter to the audit committee.

....considering both the needs of 
management and the external auditor, 
can result in the right amount of 
documentation for your organization...

11. “Financial Accounting Standards Board Accounting Standards Update No. 2014-09, Revenue from Contracts with Customers (Topic 606).” (2014). 
Financial Accounting Standards Board. Retrieved from http://www.fasb.org/jsp/FASB/Document_C/DocumentPage?cid=1176164076069&acceptedDisclaimer=true

12. Schnurr, J. “Remarks before the 12th Annual Life Sciences Accounting and Reporting Congress.” (2016). Securities and Exchange Commission. Retrieved from 
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Additional resource
Finally, if you have not already done so, I encourage 
you to read an article, “Partner With Your Auditor on 
Controls,” authored by Thomas Ray, Distinguished 
Lecturer in the Stan Ross Department of Accountancy 
at Baruch College, City University of New York. 
Tom’s article also includes excellent advice on how to 
improve the efficiency and effectiveness of the audit 
of ICFR.
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