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Changes are coming to broker-dealer and adviser 
regulation that will make assessing risk—and 
creating the protocols and procedures designed 
to manage it—more important than ever.

Behind the coming compliance changes
The complex regulatory and compliance environment in which broker-
dealers, registered investment advisory (RIA) firms, and individual 
advisers operate is about to become even more complicated. 

In addition to the Department of Labor’s impending fiduciary 
requirements for advisers and firms dealing with retirement 
accounts, other new rules and requirements are likely, many of 
which will change the very concept of compliance. From the current 
scope of creating and enforcing procedures that oversee behaviors 
under a framework of rules, the compliance function is likely to see 
its purview expand to include the identification, assessment, and 
monitoring of risks in operations, processes, and client interactions.  

This shift in focus is an outgrowth of 
the financial crisis and passage of the 
Dodd-Frank Wall Street Reform and 
Consumer Protection Act, which led to 
the creation of the Financial Stability 
Oversight Council, or FSOC, whose 
member agencies include banking 
regulators and the Securities and 
Exchange Commission. The Council is 
charged with identifying risks to the 
financial stability of the United States, 
promoting market discipline, and 
responding to emerging risks to the 
stability of the United States’ financial 
system. To date, FSOC has mandated 
new risk management efforts as part of bank regulation. A similar 
emphasis is now coming to insurance and the retail securities business. 

While no time frame has been proposed for implementation, a major 
risk-related regulatory effort that investment-related businesses will 
have to deal with in the future comes from a unanimously approved 
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June 2016 SEC rule proposal.1 While the proposal acknowledges that 
there will be significant differences between the business continuity and 
transition plans developed by large investment advisers, with multiple 
locations and a large number of employees, and smaller investment 
advisers, with single offices and fewer employees, all RIAs would be 
required to have written business-continuity plans appropriate for their 
business, as well as details for how they would transition client accounts 
should a disruption occur. The plans would be required to show how 
the firm planned to preserve the continuity of its services in the event 
of a natural disaster, cyberattack, technology failure, departure of 
important personnel, and other such occurrences. It would require 
advisers to annually review those plans and retain related records.

RIA firms managing less than $100 million in assets, which come 
under state regulation, may face a continuity-plan requirement of 
their own. Last year, the North American Securities Administrators 
Association, a group of state securities regulators, approved a 
model regulation requiring continuity plans.2 States tend to adopt 
model regulation as drawn, but adoption is still up to each state.

While it’s too early to speculate on what other specific risk-related rules 
the SEC or the states are planning to propose, there are three broad 
areas where broker-dealers and RIA firms can expect to see change 
and greater calls for managing risk. Broadly, these three risk areas 
involve cybersecurity, suspicious activity (including money laundering), 
and third-party operational risk. Developing compliance solutions in 
each of these areas will require the establishment of protocols and 
procedures that reflect an organization’s risk-management policies 
and demonstrate both a proactive approach to risk management 
and programmatic efforts to manage and monitor those risks. 

Let’s examine each risk area more thoroughly.
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With virtually all advisory operations now taking place on web-
linked systems—whether data resides on the adviser’s computer, 
on the advisory firm’s site, or on the cloud—security breaches 
or failures can imperil the integrity and security not only of firm 
systems but of all client data. The damage from such failures can 
range from mere annoyance to complete enterprise failure. 

As advisory systems have become more complex and the number of 
personnel with access and responsibility for vital data has increased, 
the risks connected with cybersecurity and data management have 
multiplied. The SEC has made data security a priority in its enforcement 
efforts and has stated publicly that it expects firms of all sizes to have 
policies and procedures designed to protect customer information.

At a minimum, all firms should have or be developing protocols for:
• Who among staff has access to data and systems, and 
establishment of levels of access with clear determination 
of how those requirements were determined.
• Which employees have access to customers’ 
confidential account information. 
• Password security and updating.
• Testing and auditing relevant authorization modules. 
• Ensuring that company and customer data are not stored 
or transmitted to non-company computing devices.
• Ensuring that encryption standards and procedures are up-to-date.

Risk Area No. 1:
CYBERSECURITY AND DATA MANAGEMENT
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With the growing sophistication of international terrorist and 
criminal organizations, the SEC’s interest in effective anti-money 
laundering (AML) efforts has grown. In a speech to the Securities 
Industry and Financial Markets Association last year, Kevin 
W. Goodman, the National Associate Director of the Broker-
Dealer Examination Program in the SEC’s Office of Compliance 
Inspections and Examinations, termed anti-money laundering 
“an often overlooked cornerstone of effective compliance.”

He said that AML includes far more than preventing money laundering, 
and includes the monitoring of activity that might indicate fraud, 
insider trading, or trading-manipulation schemes. “A weak AML 
program implicates the entire compliance effort,” Goodman said, 
“and lapses in AML can damage not only the firm where it occurs, 
but also the international reputation of the United States.”

Citing an enforcement action against a major bank for AML lapses, 
Goodman said the institution ignored “the need to evaluate the risks 
of products and services offered, its 
customer base, and the countries 
from and to which monies flowed.” 
He said that conducting an overall 
analysis of the risk posed by a firm’s 
products and services is a critical step 
in implementing an effective AML 
program, which must employ resources 
commensurate with the risks involved.

Of particular interest to the SEC are the 
bank-like cash management accounts 
available through most broker-dealers. 
These accounts offer linked credit 
cards, debit cards, ATM access, and 
wire transfers, and the SEC will hold those it regulates responsible for 
any money laundering activity that takes place through such accounts.

Given the SEC’s emphasis on the issue and the increasing 
possibility of criminal and/or terrorist infiltration, even those 
advisers and advisory firms where individual domestic accounts 

Risk Area No. 2:
SUSPICIOUS ACTIVITY AND MONEY LAUNDERING

Given the SEC’s emphasis on the 
issue, and the increasing possibility 
of criminal and/or terrorist 
infiltration, even those advisers 
and advisory firms where individual 
domestic accounts account for 
virtually all activity must prepare and 
implement appropriate anti-money 
laundering metrics and procedures.
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make up virtually all activity must prepare and implement 
appropriate anti-money laundering metrics and procedures.

Effective anti-money laundering programs must:
• Not use boiler-plate language, templates, 
or off-the-shelf generic programs. 
• Be tailored to a firm’s customers, products, services, 
geographic locations, or methods of customer interface. 
• Monitor automated programs to ensure operational effectiveness. 
• Confirm that any technical fixes to automated 
programs are appropriate.
• Not use generic testing or training. 
• Be able to provide documentation of independent 
testing performed on its effectiveness.
• Address any high-risk activities in which the firm or its clients engage.
• Include a customer identification program (CIP) to obtain 
and verify all of the required information (name, address, 
date of birth, identification number) for each customer.  
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Today’s wealth management businesses—a mix of supervised entities that 
include broker-dealers, offices of supervisory jurisdiction, and registered 
investment advisers—are not islands. Whether through their affiliations 
with custodians or clearing firms,  the use of software, or other services, 
each regulated organization typically deals with many third-party entities 
in order to provide seamless service to its clients. Third parties may or may 
not be subject to regulation on their own, but since the regulated users 
of third-party services bear the ultimate responsibility for any activity 
in which they engage with customers, broker-dealers and registered 
investment advisers must assess the risks of dealing with third parties.

Although focusing largely on risk issues relating to systemic leverage, liquidity, 
and cybersecurity, the FSOC also is concerned with third-party operational 
risk. In its 2016 annual report,3 it noted that “a disruption or failure of a service 
provider, or the provision of a flawed service, could result in a transmission 
of risk to the broader financial system.” The report went on to say that 
the use of service providers and reliance on technology within the asset 
management industry calls for greater understanding of potential risks: 

“While the asset management industry, as with the financial industry 
as a whole, has placed increasing emphasis on business continuity 
planning, and individual market participants have information on 
their own service provider relationships, there is limited information 
available to enable regulators to assess operational risks across the 
industry, including service provider risks. Although the incidents to 
date have not raised financial stability concerns, this does not preclude 
the potential for future incidents to pose more serious threats.”

Regarding third-party risk, broker-dealers and registered 
investment advisers should engage in a thorough examination 
of all third-party relationships. This should include:

• An inventory of all third-party service providers and a review of the 
complexity of the infrastructure and activities supported by such providers.
• An analysis of whether there is the potential for operational 
disruptions or problems to cause significant losses. 
• An examination of business-continuity and disaster-recovery plans if 
disruptions were to occur as a result of a problem at a third party. 

Risk Area No. 3:
THIRD-PARTY LIABILITY
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In contrast to the compliance oversight of sales activities, the challenge 
in managing the compliance of risk-managed activities, as well as the 
principles-based rules of a more widely imposed fiduciary standard, is that 
they will require establishing comprehensive protocols and checkpoints 
for a much wider range of activities. As these protocols, procedures, and 
policies are developed at advisory firms of all sizes over the next year or 
two to prepare for the likely changes that are coming, managers will be 
rethinking and systematizing many firm operations and workflows with an 
eye to monitoring, recording, and reviewing results on a continuous basis. 

The management challenge in the new world of compliance will lie in 
creating the procedures appropriate to each organization’s unique business 
and then monitoring performance to ensure compliant execution.
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