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In this white paper, thought leader Greg Wilson, former Deputy Director in the Division of Registrations  

and Inspections (DRI) of the PCAOB, offers first-person observations on the intersection of internal  

and external audit and how the relationship has evolved during his career.

Written by Greg Wilson

The Intersection of Internal 
and External Audit

Executive summary

Increased regulatory scrutiny, a heightened focus on 

enterprise risk management (ERM), and widely publicized 

financial statement frauds have pushed internal and external 

audit’s roles to rapidly expand. Despite the growing need  

for corporate governance, companies appear to be losing 

faith in their internal auditing teams’ ability to keep pace 

with expectations. 

In a recent PricewaterhouseCoopers (PwC) survey of the 

audit profession, the number of respondents who believe 

that internal audit adds significant value dropped from 54 

percent in 2016 to 44 percent this year—its lowest level in 

five years.1 The study cites ongoing compliance burdens and 

budgetary constraints as two likely culprits for the decline, 

but the call to action is clear: internal audit departments 

must take steps to ensure they are viewed  

as a valuable part of the organization.

The intersection of internal and external audit offers 

opportunities not only for greater efficiency and 

effectiveness, but also the value creation that stakeholders 

are seeking from their internal audit departments.  

By working more closely with external auditors, internal 

audit can become more forward-looking and adaptive, 

provide the organization with greater expertise and stronger 

risk management capabilities, and serve as a training ground 

for future leaders.

Internal vs. external audit: similar activities, 
distinct roles

Internal and external auditors both seek to establish  

the efficacy of an organization’s internal controls, leading  

to some natural overlap in their activities. But their overall 

objectives differ significantly. The Public Company 

Accounting Oversight Board (PCAOB) defines the roles  

of internal and external auditors as follows:

Internal auditors are responsible for providing 

analyses, evaluations, assurances, recommendations, 

and other information to the entity’s management 

and board of directors or to others with equivalent 

authority and responsibility. To fulfill this 

responsibility, internal auditors maintain objectivity 

with respect to the activity being audited.2

The [external] auditor’s responsibilities in an audit 

conducted in accordance with the standards of the 

PCAOB is to obtain sufficient appropriate evidential 

matter to provide a reasonable basis for the opinion 
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on the entity’s financial statements. In fulfilling this 

responsibility, the auditor maintains independence 

from the entity.3

Internal auditors are employees of the business and typically 

report to senior management. Though not independent 

of the business, internal auditors are required to be 

independent of the activities they audit, and they are 

expected to maintain objectivity in the performance of 

their responsibilities. Internal auditors are often deployed 

across a wide variety of areas beyond traditional financial 

statements, making them ideal candidates for future 

leadership positions.

By contrast, external auditors are hired by and report to 

shareholders, typically through the audit committee of the 

board of directors. External auditors must be independent 

of the business being audited and focus their efforts on 

rendering an opinion on whether the financial statements of 

a business are fairly presented in accordance with generally 

accepted accounting principles (GAAP). As a result of the 

Sarbanes-Oxley Act of 2002 (SOX), external auditors now 

also express an opinion on a business’s internal control over 

financial reporting (ICFR).

In the following sections, we’ll look at the points of 

intersection between the activities of internal and external 

auditors, where these intersections offer opportunity for 

synergy, and what obstacles such synergy may face.

The evolution of internal audit

When I began my career in public accounting in 1969, 

only the largest businesses had a dedicated internal audit 

staff. Some businesses without an internal audit staff used 

members of the accounting department to perform internal 

audit when a problem or business issue arose. In many cases, 

internal audit was viewed as something of a necessary 

evil, rather than a source of value for the organization. 

Internal audit was not generally perceived as a rewarding 

career choice, and internal auditors rarely moved into other 

significant leadership positions within the business.

As we moved through the late 1970s and early 1980s, 

internal audit gained increasing popularity, inspired in 

part by the Foreign Corrupt Practices Act of 1977 (FCPA). 

Among other things, the FCPA required public companies 

to maintain a system of internal control and curbed certain 

other activities such as so-called “facilitating payments.”4

Beginning in the 1980s, increasing regulation and  

emphasis on corporate governance gave the role of both 

internal and external auditors greater prominence in the 

business world. In response to regulatory requirements,  

businesses created audit committees composed of 

independent directors—including a member with financial 

expertise—responsible for the hiring and firing of external 

auditors. With the increasing emphasis on corporate 

governance and accountability, many businesses either 

formed or substantially upgraded the quality of the internal 

audit function.

The 2002 Sarbanes-Oxley Act created an additional role, 

requiring management to assess its ICFR and the auditor to 

express an opinion on a client’s ICFR. Since many internal 

auditors were involved in the design and testing of their 

company’s ICFR, the opportunity for internal and external 

auditors to coordinate activities expanded significantly. 

Today, many businesses view internal audit as a training 

ground for candidates to fill important leadership positions 

in the business because of the breadth of experience they 

gain in the performance of their duties. Auditors can come 

from just about any part of the organization, whether IT, HR, 

or finance. Once on board, they have multiple opportunities 

to learn about the business. In fact, in focusing on processes 

critical to achieving business objectives, they have a uniquely 

broad perspective. 

The intersection of internal and external audit—to 
use or not use internal audit work

There are three principal ways in which internal audit 

and external audit firms intersect in today’s business 

environment: outsourcing internal audit to a third-party 

accounting firm; co-sourcing by drawing upon an external 

audit firm to provide additional expertise in specific areas, 

and direct assistance to the external auditor, which can 

range from serving as a staff assistant to the external 

audit team, to being responsible for the entire audit of an 

operating unit. It should be mentioned that outsourcing 

or co-sourcing internal audit to a public accounting firm 

is appropriate only when the firm is not also auditing the 

company’s financial statements. In each of these scenarios, 

there is opportunity for the internal audit function to add 

value to the external audit process. 

To understand how the internal audit function can add  

the greatest value in the external audit under any of these 

3
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scenarios, it is useful to clarify the external auditor’s 

responsibilities vis-à-vis the work of internal auditors.  

We often hear about external auditors relying on the work 

of internal auditors. It is important to understand, that 

although external auditors may use the work of internal 

auditors, they do not rely on it. This is because external 

auditors must assume complete responsibility for the  

use of any internal audit work as if they performed it  
themselves. This means that decisions about risk 

assessments, materiality, and the nature and sufficiency  

of tests performed rest solely with the external auditor.  

This is also why the external auditor is expected to perform 

most of the tests in high-risk or highly subjective audit areas. 

Early in my career, the interaction between internal and 

external auditors was more limited than today. Auditing 

standards required the external auditor to consider the 

internal audit function as part of an entity’s overall 

internal control. In some cases, external auditors would 

use members of a client’s internal audit staff to serve as 

assistants to external auditors. Using internal auditors in 

place of external staff auditors was generally perceived as 

unrewarding work well below an auditor’s skill set. For their 

part, external auditors felt burdened by having to spend 

additional time explaining how the audit procedures were  

to be performed and documented.

As businesses increased investment in internal audit 

functions, both in terms of quality and quantity, external 

auditors came under more pressure to utilize internal audit 

and the work it performed throughout the year. This led to 

greater coordination between internal and external audit 

regarding the scope of internal audit activities. External 

auditors began using internal audit to perform the complete 

audit of a distinct business unit as part of the external audit. 

Today, the activities of many internal audit functions are 

heavily coordinated with the work of the external auditors.

Coordination of internal and external audit

Obviously, the more that external audit can use the work 

of internal audit, the more efficient it will be—to a certain 

extent. In 2014, the Center for Audit Quality (CAQ) and 

Institute of Internal Auditors (IIA) sponsored a series of 

roundtable discussions concerning the intersection of 

internal and external auditors. One point of contention was 

the judgment among external auditors that internal auditing 

functions did not document their work to the degree 

required by the PCAOB:

The PCAOB has noted situations in which the 

external auditor has used the work of internal 

auditors when, in some cases, the inspectors 

believed that the external auditor did not have 

a sufficient basis for using that work. To address 

PCAOB concerns, the external auditor is requiring 

more detailed documentation from internal audit 

than they had in previous years.5

According to roundtable attendees, the October 2013 

release by the PCAOB of Staff Audit Practice Alert No. 11: 
Considerations of Audits of Internal Control Over Financial 
Reporting resulted in external auditors disregarding the work 

of internal audit, leading to duplication of effort and tension 

between the two groups.

The implication is clear: if you want to improve the 

coordination between internal and external audit, you  

must start by making the work of internal audit more usable 

by the external auditor. You can do this by considering 

the external auditor’s responsibilities and designing 

your internal audit activities to be consistent with those 

responsibilities. For example, to be able to use an internal 

auditor’s work, the external auditor is required to assess 

the competence and objectivity of the internal auditor, 

considering such factors as:6

• Educational level and professional experience

• Professional certifications and continuing education

• Audit policies, programs, and procedures

• Practices regarding assignment of internal auditors

• Supervision and review of an internal  
auditor’s activities

• Quality of workpaper documentation reports  
and recommendations

• Evaluation of an internal auditor’s performance

Is this information readily available to share with the 

external auditor to demonstrate the competence and 

objectivity of the internal audit staff? Is there an inventory 

of skill sets and certifications for external auditors to review 

how best to utilize internal audit resources in the external 

audit? It is common for external auditors to ask for the skill 

sets of the internal audit staff. The firms need to know what 

certifications internal audit has and how current they were 

with professional designations. 

https://na.theiia.org/special-promotion/PublicDocuments/CAQ-Intersecting-Roles-Report.pdf
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Technology can play a key role in maintaining this 

information through a centralized, cloud-based workpaper 

repository—making it available throughout the external 

audit process. This helps external auditors discharge the 

responsibility and may also increase the likelihood of their 

using the work of internal audit.

Companies that leverage new, secure technology to  

manage the audit universe can increase collaboration 

between internal and external audit, allowing teams to work 

on the same workpapers at the same time. A  single source 

of truth for all data helps ensure consistency throughout  

the audit life cycle and provides greater visibility into  

audit performance.

Even with these additional processes in place, it is important 

to recognize that auditing standards will still impose limits  

on the extent the external auditor can use the work of 

internal audit. For example, the external auditor should 

always work directly in areas involving higher risk of 

misstatement (in the financial statement audit): those that 

have higher risk associated with a control (in an audit of 

ICFR) and those that are highly subjective. Nonetheless, 

there are plenty of less risky areas where internal audit 

work can be used extensively. Proactively working with the 

external auditor throughout the year to identify these areas 

should pay significant dividends.

This type of cooperation also helps avoid the downsides 

of the direct assistance model, which, as I mentioned, can 

underutilize the talents of seasoned internal auditors and 

negatively impact morale. The CAQ roundtable participants 

recommended planning coordination early in the external 

audit process and meeting on a weekly basis during it. 

In my view, the planning and coordination between 

internal and external audit should be on a continuing 

basis throughout the year. Internal audit is best poised to 

respond to emerging risks that would affect the external 

auditor’s work. Internal audit would likely also be leading 

implementation of new controls and procedures in response 

to changes in the business—for example, new accounting 

standards such as revenue recognition and lease accounting. 

Here again, organizations can deploy technology to 

coordinate with external audit throughout the year.  

One example: a dashboard that provides management,  

as well as the external auditor, with the real-time status  

and results of internal activities. 

Whatever savings an organization might realize on an 

external auditor’s billable hours, however, must be balanced 

against the time it takes to get an internal auditor up to 

speed. When well-planned, this would be a one-time 

expense with tangible and intangible benefits. It can build 

internal auditors’ skill sets and equip them not only to 

participate in external audits, but to bring additional and 

ongoing value to internal audit as well. This could position 

internal audit to manage risk more effectively. The key is 

to make sure all parties understand and work toward the 

relationships goals.

Capitalize on internal audits’ extensive knowledge 
of the company

With ERM continuing to make inroads into all businesses 

and industries, many companies are looking to their internal 

audit groups to spearhead their risk management activities. 

It would seem a natural fit: internal auditors have wide 

knowledge of the policies, processes, and procedures of  

the organization.

Risk assessment—particularly as it relates to the business’s 

financial statements—provides internal and external 

auditors an excellent opportunity to coordinate their efforts 

and work in close cooperation. For example, it can ensure 

that both parties are on the same page in terms of defining, 

categorizing, and measuring risk. 

This process would begin with a meeting of the minds to 

determine what the risks are, what controls are required, 

and how best to assure that internal controls are operating 

as expected. This discussion should also involve the audit 

committee. Hammering out any differences between the 

assessments can bolster the effectiveness of testing for 

both parties and reduce redundancy. In order to do this 

most effectively, companies need to leverage technology 

with a single source of truth during the audit planning period.  

This allows teams to more easily identify, analyze, and 

monitor organizational risks continuously.

More broadly, the inward- and outward-facing perspectives 

of internal and external audit can provide a more complete 

picture of the organization’s risk profile. The internal 

auditors would gain an understanding of how the external 

auditors view and prioritize risk, and where they plan to 

concentrate their efforts. They can then use that knowledge 

to design their program to respond to risk in a way that is 

much more valuable to the organization and the external 



auditor in the aggregate. This also will go a long way in giving 

internal auditors more of the forward-looking perspective 

that stakeholders value, rather than examining a process 

or issue after the risk has already been incurred. This is a 

primary challenge for many audit groups: they’re great at 

providing hindsight, but they rarely offer the foresight to 

anticipate risk and plan prevention or mitigation strategies.

Can the PCAOB help?

Finally, internal audit can learn from the mistakes of others  

by reading PCAOB inspection reports and evaluating 

whether current policies and procedures prevent such  

audit deficiencies. PCAOB inspection findings are also  

an appropriate topic for discussion as part of planning and 

coordination with external audit. For those interested,  

I have included examples that illustrate two recent 

inspection findings and my views on how internal audit, 

working with management and external audit, could prevent 

these deficiencies from occurring. Besides these, the 

PCAOB has additional publications providing insights on 

emerging audit and inspection issues that can help internal 

audit stay current and be more forward-looking.

Conclusion

Internal audit needs to take advantage of opportunities to 

demonstrate that it adds significant value. This white paper 

has focused on just some of the ways the intersection of 

internal and external audit activities can use internal audit’s 

extensive knowledge of the business, expand skill sets and 

expertise, add value to the external audit, and enhance value 

to the business by:

• Understanding what internal audit work the external 
auditor can use

• Maintaining a skills and qualifications database

• Recognizing external audit limitations on use  
of internal audit work

• Modifying programs, policies, and procedures, as 
necessary, to make internal audit work more usable  
to external audit

• Proactively planning and coordinating the activities  
of internal and external audit throughout the  
year—not just once annually

• Creating a dashboard of internal audit activities to 
share with management, the audit committee, and 
external audit 

• Collaborating on the risk assessment to ensure that 
both internal and external audit are focused on the 
right things

• Leverage new, cloud technology to automate the  
audit process and improve visibility into how audits  
are performed 

I encourage you to consider implementing these 

recommendations as part of a program to demonstrate 

the value internal audit can add to the organization and 

to external audit. You may identify other opportunities to 

capitalize on the intersection of internal and external audit 

activities, and I encourage you to explore those as well.  

As the PwC survey implies, there is no better time than now 

to demonstrate the value of internal audit.
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Greater coordination between internal and external audit 

could also mitigate the likelihood of PCAOB criticisms, 

such as the following taken from a 2015 PCAOB 

inspection report:

In this audit, the Firm failed to obtain sufficient 

appropriate audit evidence to support its audit opinion 

on the effectiveness of ICFR, as the controls the Firm 

selected for testing did not sufficiently address the 

risks related to the accuracy of the recorded revenue 

amounts. The Firm identified and tested a total of three 

controls over revenue. One of the controls consisted 

of the issuer’s comparison of the terms in customer 

purchase orders to the terms for those orders entered 

into the issuer’s accounting system. The other two 

controls were automated information technology (IT) 

controls designed to (1) compare prices to a master 

price list and suspend the processing of orders with 

pricing differences over certain thresholds and (2) 

generate customer invoices and record product sales 

at the time products were shipped. The Firm failed to 

identify that the controls it selected and tested were 

not designed to address, and it did not identify and test 

any other controls that addressed the accuracy of (1) 

the master price list used in the first IT control and (2) 

the quantities used in the second IT control that were 

included in the invoices and used to record product 

sales. (AS No. 5, paragraph 39)

This inspection finding suggests the auditor did not have 

a clear understanding of the important controls in the 

revenue recognition process, including IT-related controls. 

An internal auditor would likely have a much deeper 

understanding of the design and operation of controls put  

in place by management to ensure the proper recording  

of revenue. 

Sharing this knowledge with the external auditor, supported 

by documentation of the testing performed by internal 

audit, could inform the external auditor’s thinking about 

the important controls that need to be tested and how to 

go about testing those controls. And sharing the test work 

already performed by internal audit may encourage the 

external auditor to make better use of this work.

Another area where internal audit can provide great value 

to both management and the external audit has to do with 

management review controls (MRCs). MRCs have been  

a frequent area of criticism in PCAOB inspection reports, 

as shown by this example:

The Firm selected for testing a control that consisted of 

the review of the statement of cash flows; however,  

the Firm failed to sufficiently test this control 

Specifically, the Firm’s procedures were limited to 

inquiring of the control owners; inspecting emails, the 

statement of cash flows, and documents with signatures 

and other notations that indicated reviews or other 

activities that were part of the control had occurred; 

and testing the mathematical accuracy of certain 

calculations without determining whether this testing 

constituted a reperformance of the specific actions 

taken by the control owner as part of the control. The 

Firm failed to evaluate whether the control operated 

at a level of precision that would prevent or detect 

material misstatements, as the Firm failed to ascertain 

and evaluate the nature of the review procedures that 

the control owners performed, including the criteria 

used to identify matters for follow-up and whether 

those matters were appropriately resolved. (AS No. 5, 

paragraphs 42 and 44)

External auditors naturally gravitate toward testing MRCs 

because this is more efficient and effective than testing 

controls at the transaction or process level. The problem is 

that management typically performs a variety of reviews of 

financial information for a variety of purposes. 

Internal audit could provide valuable insight to management 

and the external auditor by ensuring that a management 

review is, in fact, a control—and a control that can be 

audited. By ensuring the MRC is properly designed and 

operated to achieve the related control objective, internal 

audit can improve the quality of documentation of the 

control for purposes of management’s assessment of ICFR 

and enable the auditor to test the control efficiently 

and effectively.

Example PCAOB inspection comments: how internal audit can help

https://www.workiva.com/
https://www.workiva.com/
mailto: info@workiva.com

