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TALK TO US . . .
We look forward to hearing from you and learning what you think about GRC 20/20  
research.  GRC 20/20 is eager to answer inquiries from organizations looking to improve GRC 
related processes and utilize technology to drive GRC efficiency, effectiveness, and agility.
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Policy Management Requires Attention

The Foundational Role of Policies in GRC Strategies
Policies are critical to organizations as they establish boundaries of behavior for 
individuals, processes, relationships, and transactions. Starting at the policy of all policies 
– the code of conduct – they filter down to govern the enterprise, divisions/regions, 
business units, and individual operations. 

GRC, by definition, is “a capability to reliably achieve objectives [governance] while 
addressing uncertainty [risk management] and acting with integrity [compliance].”1 
Policies are a critical foundation of GRC. When properly managed, communicated, and 
enforced, policies accomplish the following:

 n Provide a framework of governance. Policy paints a picture of behavior, values, 
and ethics that define the culture and expected behavior of the organization; 
without policies there are no consistent rules and the organization goes in every 
direction.

 n Identify and treat risk. The existence of a policy means a risk has been identified 
and is of enough significance to have a formal policy written which details 
controls to manage the risk.

 n Define compliance. Policies document compliance in how the organization 
meets requirements and obligations from regulators, contracts, and voluntary 
commitments. 

An organization must establish policy it is willing to enforce – but it also must clearly train 
and communicate the policy to ensure that individuals understand what is expected of 
them. An organization can have a corrupt and convoluted culture with good policy in 
place, though it cannot achieve strong and established culture without both good policy 
and training on policy. 

Hordes of Policies Scattered Across the Organization
Policy and training matter. However, when you look at the typical organization, you would 
think policies are irrelevant and considered a nuisance. The typical organization has:

1	 This	is	the	official	definition	of	GRC	found	in	the	OCEG	GRC	Capability	Model

Workiva Wdesk
Innovation in User Experience for Policy Management
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 n Policies managed in documents and fileshares. Policies are haphazardly 
managed as document files are dispersed on a number of fileshares, websites, 
local hard drives, and mobile devices. The organization has not fully embraced 
centralized online publishing and universal access to policies and procedures. 
There is no single place where an individual can see all the policies in the 
organization and those that apply to specific roles.

 n Reactive and inefficient training programs. Organizations often lack any 
coordinated policy training and communication program. Instead, different 
departments go about developing and communicating their training without 
thought for the bigger picture and alignment with other areas.

 n Policies that do not adhere to a consistent style. The typical organization has 
policy that does not conform to a corporate style guide and standard template 
that would require policies to be presented clearly (e.g., active voice, concise 
language, eighth-grade reading level). 

 n Rogue policies. Anyone can create a document and call it a policy. As policies 
establish a legal duty of care, organizations face exposure and liability with any 
misaligned, mismanaged, and other rogue policies that were never authorized.

 n Out-of-date policies. In most cases, published policy is not reviewed and 
maintained on a regular basis. In fact, most organizations have policies that have 
not been reviewed in years for applicability, appropriateness, and effectiveness. 
The typical organization has policies and procedures without a defined owner to 
make sure they are managed and current.

 n Policies without lifecycle management. Many organizations maintain an ad hoc 
approach to writing, approving, and maintaining policy. They have no system for 
managing policy workflow, tasks, versions, approvals, and maintenance.

 n Policies that do not map to exceptions or incidents. Often organizations are 
missing an established system to document and manage policy exceptions, 
incidents, issues, and investigations. The organization has no information about 
where policy is breaking down or how it can be addressed.

 n Policies that fail to cross-reference standards, rules, or regulations. The typical 
organization has no historical or auditable record of policies that address legal, 
regulatory, or contractual requirements. Validating compliance to auditors, 
regulators, or other stakeholders becomes a time-consuming, labor-intensive, 
and error-prone process. 

Inevitable Failure of Policy Management
Organizations often lack a coordinated enterprise strategy for policy development, 
maintenance, communication, attestation, and training. An ad hoc approach to policy 
management exposes the organization to significant liability. This liability is intensified by 
the fact that today’s compliance programs affect every person involved with supporting 
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the business, including internal employees and third parties. To defend itself, the 
organization must be able to show a detailed history of what policy was in effect, how 
it was communicated, who read it, who was trained on it, who attested to it, what 
exceptions were granted, and how policy violation and resolution was monitored and 
managed. 

With today’s complex business operations, global expansion, and the ever-changing 
legal, regulatory, and compliance environments, a well-defined policy management 
program is vital. It enables an organization to effectively develop and maintain the wide 
gamut of policies it needs to govern with integrity. 

The bottom line: The haphazard department and document-centric approaches for 
policy and training management of the past compound the problem and do not solve 
it. It is time for organizations to step back and implement a centralized strategy and 
approach to authoring, approving, maintaining, and communicating policies across the 
organization. 

Workiva Wdesk

Innovation in User Experience for Policy Management
Workiva Wdesk is a solution that GRC 20/20 has researched, evaluated, and reviewed 
with organizations that are using it in complex, distributed, and dynamic business 
environments. It allows organizations to manage GRC processes and content for internal 
control management, audit management, risk management, compliance management, 
and policy management. Wdesk is a cloud platform with capabilities to create and 
combine text documents, spreadsheets, presentations, dashboards, and charts in an 
easy-to-use and intuitive environment that delivers significant business value and brings 
a contextual understanding of organization policies and controls. In this context, GRC 
20/20 has recognized Workiva Wdesk with a 2017 GRC Innovation Award for the best user 
experience in Policy Management.

The typical Workiva customer is any organization that has experienced challenges with 
other GRC solutions or the madness of managing policies and controls in standard 
office applications and shared drives. Their typical client environment is compliance, 
risk, control, and audit teams in publicly traded Fortune 500 companies, mid-market and 
smaller enterprises, as well as new filers and private organizations looking to mature their 
internal control and policy processes.

Workiva started with the intention of disrupting the SEC filing market. By identifying 
a problem—legacy software systems and outdated processes—and listening to the 
needs of customers, Workiva began addressing those problems with Wdesk. With rapid 
innovation and a customer focus, regulatory filing use cases quickly expanded into many 
other areas. That same formula has expanded at an escalated pace into the risk and 
control arena—what started as control documentation has evolved into a full-featured 
SOX, audit, policy, and enterprise risk management solution.
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What Workiva Wdesk Does
GRC 20/20 has evaluated the features and capabilities of Workiva Wdesk and finds 
that it delivers an agile solution for policy management. Wdesk is an intuitive cloud 
platform that modernizes how people work across the enterprise. It is used to collect, 
organize, link, report, and analyze business data. With increased control, collaboration, 
transparency, and accountability, Wdesk provides an alternative to the heavy, static, and 
structured approach provided by traditional GRC platforms.

Workiva embraces the concept that GRC is about managing uncertainty, acting with 
integrity, and driving principled performance. In order to effectively deliver on this, 
organizations need tools that actively engage and are usable by all lines of defense, 
in addition to supporting the needs of audit, risk, and compliance professionals. 
Before Wdesk, compliance professionals often spent hundreds of hours managing the 
documentation and certification for policies and procedures with email, word processors, 
and spreadsheets. Compliance teams struggle to maintain version control on policies 
and procedures and internal controls documentation, as multiple versions of documents 
and files are being updated, reviewed, and distributed. Compliance analysts did not have 
a simple way to manage policies. Policy reviewers spent a significant amount of time 
managing a piecemeal review process. And what about tying context to risk, control, or 
regulation? A complex attestation/certification process for policies required constant 
babysitting of documents and email, without a holistic view of the status on all policies.

Through their innovative approach, Workiva has addressed audit, risk, control, and policy 
use cases in an agile and intuitive way. With the Wdesk platform, Workiva clients count 
implementation timeframe in days, not the months and years that it takes for traditional 
GRC platforms. Built for the cloud and proven in the cloud, they deliver new features 
weekly and monthly—there are no upgrades or migrations required. 

Wdesk is a user-friendly platform that replaces the process of manually pulling policies 
from shared drives and updating each individually. Information is integrated in a linked, 
collaborative, fully auditable, and controlled solution. Wdesk supports the creation of a 
master index of policies as well as the linking of collaborative policy processes. Within 
Wdesk, policies are consistent, auditable, easily accessible, and always up to date. 

As a policy authoring and collaboration tool, Wdesk provides an innovative approach to 
managing policies and control documentation. Wdesk enables organizations to connect 
policies with other risk, control, process, and compliance/regulatory documentation, 
as well as corporate objectives. Teams using Wdesk can collaborate on the same 
policy document at the same time with a full audit trail of changes. Permissions and 
control edits for users and contributors can be set down to the individual section of a 
document, which is crucial for security and control. And, when source material (such as 
a process or control description) is changed in Wdesk, all linked points (between RCM, 
process narratives, policies, or even flow charts) are automatically updated. That means 
information is always up to date, no matter where or when it is used. Wdesk can support 
employee attestation of policies, with a centralized, real-time view of all review tasks or 
certifications. 
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The status of policy changes is also always visible. All stakeholders have instant and 
accurate transparency into the most recent policy updates, and Wdesk timestamps 
every change in policy documentation for auditability. All historic versions of a policy are 
accessible to ensure accountability. For example, if the version of an employee policy is 
needed to review in a legal case, companies can quickly and easily locate the exact policy 
that an employee signed at any point in time.

Workiva Wdesk Enables Policy Management Processes

GRC 20/20 finds that Wdesk is a solution that can grow and expand with the organization 
and adapt as the organization and its environments change. It can be easily implemented 
to meet simplistic policy management requirements for organizations just beginning 
their strategy, or implemented as the information and technology architecture core for 
established policy management functions across the organization. 

Workiva Wdesk is designed to make policy management processes efficient, effective, 
and agile in a dynamic business environment. To achieve this, the core policy 
management processes that Wdesk automates and manages are:

 n Content Management. Wdesk allows for quick and efficient updates to be made 
when external legal, regulatory, and risk environment changes occur. Wdesk 
allows for collaborative policy authoring and editing. Wdesk keeps all edits in 
the same document and extensive blacklines give control that other tools do not 
provide.

 n Collaboration with Control. Wdesk users can specify document permissions at a 
project, document, document section, or even on a cellular data level—allowing 
for increased control. Wdesk provides an innovative approach to document 
narrative, authoring, and enterprise collaboration around a single document or 
library of documents. 

 n Audit Trail and System of Record of All Policies. Wdesk maintains a precise, 
electronic record of who completed what, and when, without extra work. A 
record of completed tasks and supporting documents are organized and 
accessible without leaving Wdesk.

 n Maintaining Consistency Across Policies. Wdesk allows for data and information 
consistency across documents, spreadsheets, presentations, and charts to 
store enterprise-wide linked data in an accountable environment. A control or 
process description is not automatically updated in narratives, RCM, policies, or 
presentations. Wdesk allows users to easily configure and enforce data integrity 
across documents and processes.

 n Connected and Consistent Policy Information. Wdesk allows teams to map 
policies directly to risks, controls, process, and regulations to easily identify and 
analyze relationships. Users can create and leverage a consistent templated 
format or taxonomy for all policies. Automatically update cross-referenced policy 
information when changes are made.
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 n Organization and Distribution of Content. Wdesk allows teams to access and 
manage all content for policies, standards, procedures, and guidelines for the 
entire enterprise in a single integrated environment. Users keep all policies in a 
single, always-accessible location and package a variety of content (documents, 
spreadsheets, presentations, PDFs) into a unified digital review environment. 
The author controls when to publish policy updates to the team and can digitally 
distribute content for review with the click of a button. Linked data ensures 
reports are always current and reflect the most recent changes. All recipients 
receive the most current version at the same time. 

 n Certification and Attestation. Wdesk allows organizations to track certifications, 
attestations, and sign-off with a real-time dashboard to report on what signatures 
are outstanding, and which have been completed. Automated emails notify 
signers when action is required or a due date is approaching, and allows for easy 
reference to the policy document needing sign-off, all with a built-in audit trail of 
every signature and issue raised throughout the process. 

 n Tasking and Workflow. Wdesk allows for the creation and assignment of tasks 
to manage policies and projects, organize responsibilities, and meet deadlines. 
Multiple task types are supported for policy management, including: updates, 
reviews, approvals, requests for documentation, or any custom tasks. Tasking in 
Wdesk includes automated email notification of assigned tasks and impending 
deadlines. 

 n Supporting Document Management. Wdesk allows for integration and 
management of a range of policy-related content. Individuals can attach and 
connect PDFs and other documents in Wdesk. Attached documents flow directly 
back to the place where the request was made. View and validate attached 
documents and ensure documentation matches source documents before 
passing along to stakeholders.

Benefits Organizations Have Received with Workiva Wdesk
Most Wdesk clients moved to the solution because they found their manual document-
centric approaches consumed too many management resources and they found things 
were getting lost in the continuous barrage of policy management, as well as regulatory 
and business change. Others moved to Wdesk as they found their previous solution 
was cumbersome and lacked the ease of use and intuitiveness that the line of business 
needed to participate in policy and other GRC related processes. Across these clients, 
there is consistent praise for the value of the ongoing cost of ownership, in the speed 
of deployment and return on investment, improved effectiveness, and agility to reliably 
achieve objectives while reducing uncertainty and risk.

Specific benefits that GRC 20/20 finds that Workiva Wdesk clients have achieved in their 
implementations are:

 n 360° visibility into policy and control where all information is in one place and 
gives complete situational and contextual awareness of policies and controls in 
relation to objectives and processes. 
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 n Elimination of hundreds to thousands of documents, spreadsheets, and emails 
and the time needed to monitor, gather, and report on them to manage related 
activities and processes. 

 n Significant efficiencies in time through automation of workflow and tasks as 
well as reporting. Specifically, the time it took to build reports from hundreds to 
thousands of documents and spreadsheets now is just a matter of seconds. 

 n Fewer things slipping through cracks as there are established tasks, 
notifications, and escalation when things are approaching deadlines or are past 
due. 

 n Efficient in streamlining processes through identification of requirements, 
accountability, tracking, and getting things done.

 n Greater granularity and ability to report on specific risk and control details that 
could not be done in documents or spreadsheets. 

 n Increased awareness and accountability of policies and controls by individuals 
who are informed on the subject matter in context of their role. 

 n Collaboration and synergies across GRC management functions instead of 
different roles doing similar things in different formats and processes. 

 n Consistency and accuracy of information as the organization conforms to 
consistent processes and information structures. It has increased quality of 
policy-related information that is more reliable and improves decision-making.

 n Accountability with full audit trails of who did what and when; this particularly 
has delivered value in fewer things slipping through the cracks.

 n Reduction in time needed to govern and manage policies that are freed from 
manual processes; these resources can then focus on value-added activities.

 n Increased agility in context of change that enables the organization to be 
proactive, and not just reactive, leading to less exposure and being caught off-
guard.

Considerations in Context of Workiva Wdesk
Every solution has its strengths and weaknesses, and may not be the ideal fit for all 
organizations in all situations. While GRC 20/20 has identified many positive attributes 
of Workiva Wdesk to enable organizations to achieve consistent policy management 
processes, readers should not see this as a complete and unquestionable endorsement 
of Workiva.

The core value of Workiva is in how they operate their business on honesty, transparency, 
and a relentless focus on their customers. As a cloud technology company, they utilize 
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customer feedback and deliver continuous feature enhancements and a rapid and agile 
development process. Workiva differentiates not only on the innovative technology they 
provide and the speed and simplicity in how they provide it, but in how they work with 
their customers to drive value and productivity. 

Workiva is delivering a fresh approach to GRC and specifically, in the context of this 
report, policy management. Their solution provides an easy-to-adopt alternative that 
replaces office productivity tools or legacy GRC platforms. With purpose-built GRC 
functionality delivered in the cloud, Wdesk offers an intuitive and simple user experience 
that will engage the front line, executive management, and the board—enabling a more 
effective approach to GRC. Wdesk has emerged as a strong alternative to traditional 
GRC platforms due to the creation and implementation of several specific features that 
have been added to address policy, risk, control, compliance, and audit capabilities. The 
innovation lies in the fact that they have established this set of common functionality all 
within the context of productivity and usability, providing users with endless flexibility in 
configuring the platform.
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