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TALK TO US . . .
We look forward to hearing from you and learning what you think about GRC 20/20  
research.  GRC 20/20 is eager to answer inquiries from organizations looking to improve GRC 
related processes and utilize technology to drive GRC efficiency, effectiveness, and agility.
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Three Lines of Defense: Enabling High Performing Organizations

Like battling the multi-headed Hydra in Greek mythology, redundant, manual, and 
uncoordinated governance, risk management, and compliance (GRC) approaches are 
ineffective. As the Hydra grows more heads of regulation, legal matters, operational 
risks, and complexity produce scattered departments of GRC responsibilities that do 
not work together, and become overwhelmed, exhausted, and start losing the battle. 
This approach increases inefficiencies and the risk that serious matters go unnoticed. 
Redundant and inefficient processes lead to overwhelming complexity that slows the 
business at a time when the business environment requires greater agility.

Successful GRC strategy in complex business environments requires layers of protection 
to ensure that the organization can “reliably achieve objectives [Governance] while 
addressing uncertainty [Risk Management] and act with integrity [Compliance].”1 Any 
strategist, whether in games, sports, combat, or business, understands that layers 
of defense are critical to the protection of assets and achievement of objectives. 
Consider a castle in the Middle Ages in which there are layers of protection by moats, 
gates, outer walls, inner walls, with all sorts of offensive traps and triggers along the 
way. Organizations are modern castles that require layers of defense to protect the 
organization and allow it to reliably achieve strategic objectives.

The Three Lines of Defense model is the key model that enables organizations to 
organize and manage layers of GRC controls and responsibilities. The European 
Commission originally established it in 2006 as a voluntary audit directive within the 
European Union. Since this time, it has grown in popularity and is now a globally 
accepted framework for integrated GRC across lines of defense within organizations – 
from the front lines, to the back office of GRC, to the assurance and oversight roles. GRC 
20/20 sees the Three Lines of Defense Model as critical to enable organizations to reliably 
achieve objectives while addressing uncertainty and act with integrity.

As the name suggests, the Three Lines of Defense model is comprised of three layers of 
GRC responsibility and accountability in organizations. These are:

1. Business Operations. The front lines of the organization across operations and 
processes comprise the roles that make risk and control decisions every day. 
This represents the functions within departments and processes that ultimately 
own and manage risk and controls in the context of business activities. These 

1 This is the official definition of GRC that is found in the OCEG GRC Capability Model. www.OCEG.org
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roles need to be empowered to identify, assess, document, report, and respond 
to risks, issues, and controls in the organization. This first layer operates within 
the policies, controls, and tolerances defined by the next layer of defense, GRC 
professionals.

2. GRC Professionals. The back office of GRC functions (e.g., risk management, 
corporate compliance, ethics, finance, health & safety, security, quality, legal, 
and internal control) are the roles that specify and define the boundaries of 
the organization that are established in policy, procedure, controls, and risk 
tolerances. These roles oversee, assess, monitor, and manage risk, compliance, 
and control activities in the context of business operations, transactions, and 
activities.  

3. Assurance Professionals. The third layer of defense is assurance professionals 
(e.g., internal audit, external audit) that provide thorough, objective, and 
independent assurance on business operations and controls. It is their primary 
responsibility to provide assurance to the Board of Directors and executives that 
the first and second lines of defense are operating within established boundaries 
and are providing complete and accurate information to management. This is 
accomplished through planning and executing audit engagements to support 
assurance needs.

The Three Lines of Defense Model is well understood and adopted globally. The major 
downside of the model is the name itself using the word ‘defense.’ This gives the model 
a perception of being reactionary and tactical, not strategic. This is unfortunate as the 
model enables high-performance by aligning accountabilities at different levels of the 
organization, and getting these functions working together in context of each other. High 
performing organizations require consistency and controls to ensure the organization 
operates within boundaries of controls. The Three Lines of Defense Model is key to 
enable reliable achievement of objectives and consistent control of the business.

The key to success in implementing the Three Lines of Defense Model is collaboration. If 
the layers of accountability across the three lines do not collaborate and work together, 
GRC functions will remain in silos and be ineffective, inefficient, and lack agility to 
respond to a complex and dynamic business environment. Internal politics and divisions 
work against the Three Lines of Defense Model in organizations. 

Another challenge for organizations in implementing the Three Lines of Defense Model is 
not having a consistent GRC process, information, and technology architecture. Not only 
do different groups across the lines of defense need to be able to work together, they 
need to be able to share information and have a consistent and single source of truth for 
GRC activities, accountabilities, and controls.

The Bottom Line: Three Lines of Defense is an integrated GRC framework with the 
goal of allowing different parts of the organization to work cohesively together to 
reliably achieve objectives while addressing uncertainty and acting with integrity. It 
enables what OCEG calls Principled Performance, and ensures that there are clear 
responsibilities, accountability, and oversight of risk and control at all levels of the 
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organization. Organizations are adopting the Three Lines of Defense Model for GRC as 
they have come to realize that silos of GRC that do not collaborate and work together 
lead to inevitable failure. There is a need for visibility across these lines of defense that is 
scalable, integrated, and consistent. The Three Lines of Defense Model enables efficient, 
effective, and agile business.

Workiva for the Three Lines of Defense

Enabling the Front Office to the Back Office in GRC
Wdesk is a solution that GRC 20/20 has researched, evaluated, and reviewed 
with organizations that are using it in complex, distributed, and dynamic business 
environments. It allows organizations to manage GRC processes and content for internal 
control management, audit management, risk management, compliance management, 
and policy management. Wdesk is a cloud platform with capabilities to create and 
combine text documents, spreadsheets, presentations, dashboards, and charts in an 
easy-to-use and intuitive environment that delivers significant business value, as well 
as bring a contextual understanding of governance, risk management, internal control, 
and compliance. Wdesk also allows for data relationships to connect risk, control, and 
ownership details with a user-friendly interface (no need to learn queries or codes). 

The typical Workiva customer is any organization that has experienced challenges with 
other GRC solutions, or the madness of managing risk and compliance in standard 
office applications and shared drives. Their typical client environment is compliance, 
risk, control, and audit teams in publicly traded Fortune 500 companies, mid-market and 
smaller enterprises, as well as new filers and private organizations looking to mature their 
internal control and policy processes.

Workiva started with the intention of disrupting the SEC filing market. By identifying 
a problem—legacy software systems and outdated processes—and listening to the 
needs of customers, Workiva began addressing those problems with Wdesk. With rapid 
innovation and a customer focus, regulatory filing use cases quickly expanded into many 
other areas. That same formula has expanded at an escalated pace into the risk and 
control arena—what started as control documentation has evolved into a full-featured 
SOX, audit, policy, and enterprise risk management solution.

What Wdesk Delivers for the Three Lines of Defense 
GRC 20/20 has evaluated the capabilities of Wdesk, and finds that it delivers an intuitive 
and robust solution for all three lines of defense. The Wdesk solution enables what was 
once labor-intensive tasks associated with managing risk, policies, and controls.
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Wdesk for the First Line of Defense

Wdesk empowers the front lines of the organization and operational management 
through ongoing management and monitoring of line of business controls, issue 
remediation, risk assessments, compliance, and control self-assessments, as well as policy 
communication, attestation, and certification. Specifically, the Wdesk solution does: 

 n Policies communication. Wdesk allows for employee policy attestation to ensure 
that employees have reviewed and certified/attested to policies and procedures. 
This is automated through workflow and tasks to keep track of missing approvals 
through email notifications. This is also defensible with a detailed system of 
record and audit trail that allows the organization to reference and compare past 
and current records of employee attestations, as well as policies that address vital 
legal, regulatory, or contractual requirements.

 n Line of business controls. Wdesk allows the line of business to reliably achieve 
objectives at the strategic, department, and process levels through the 
documentation and monitoring of controls to reduce uncertainty in operations. 
Through process narrative documentation, and process flow charts, process 
owners in the line of business have access to review and update process 
descriptions, collaborate, and link control information to ensure consistency in 
business operations.

 n Issue reporting. Wdesk further engages the front lines and management of the 
organization with the ability to report and document issues and incidents with 
controls, as well as other events in the organization. This allows the organization 
to track and monitor issues throughout the organization.

Wdesk for the Second Line of Defense

Wdesk enables the second line of defense including risk, compliance, and internal 
control management to document, assess, manage, and remediate risks and controls in 
the environment. This includes the ability for:

 n Policy management. Wdesk allows for the authoring, approval, and maintenance 
of policies by the second line of defense. Including the ability to document and 
manage exceptions to policies, develop communication, and awareness plans 
related to policies

 n Internal control management. Wdesk delivers the capabilities for internal control 
management to document, assess internal controls, and remediate issues related 
to controls. This includes the ability to define process narratives that is supported 
by process flow charts. Control assessments provide evidence of control 
effectiveness and compliance.

 n Risk management. Wdesk enables the documentation and management of risks 
in the organization, in addition to the monitoring and evaluation of controls to 
mitigate this risk. With Wdesk, organizations have central repository of all risk 
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and control data, and automates the ongoing assessment of risk in context of the 
organization objectives and controls.

 n Issue management and remediation. Wdesk facilitates the management and 
remediation of issues that have been reported by the first line of defense or 
discovered through assessments of the second line of defense. The solution 
tracks, reports, and remediates issues in the organization. 

Wdesk for the Third Line of Defense

Wdesk allows the third line of defense, internal audit, to manage the audit process 
from risk assessment and a risk-based approach to audits, to audit scoping, planning, 
fieldworks, testing, and reporting. This delivers:

 n Audit frameworks and methodology. The Wdesk solution is flexible to adapt to 
the organizations specific internal audit methodology and processes allowing for 
flexibility to the process and approach the organization needs.

 n Dynamic and integrated audit data. Wdesk is not just a workpaper repository 
like some audit solutions in the market, it dynamically links data throughout the 
workpaper environment to ensure all data is current and reliable.

 n Audit process automation. Wdesk automates manually intensive audit tasks 
through workflows, auto-generated emails, and reminders to gather evidence 
and data requests, as well as track certifications, sign-offs, and ensure that risk 
and control self-assessments are completed. 

Benefits of Wdesk for Three Lines of Defense
Workiva clients moved to the solution because they found their manual document 
centric approaches consumed too many resources, and they found things were 
slipping through cracks in the continuous barrage of requirements and change. Other 
organizations moved to Wdesk because their existing enterprise GRC solutions lacked 
the intuitiveness, agility, and automation of workflow, tasks, and reporting that the 
organization required. Across these clients, there is consistent praise for the value in the 
ongoing cost of ownership and return on investment received with improved efficiency, 
effectiveness, and agility to reliably achieve objectives while reducing uncertainty and 
risk.

Specific benefits that GRC 20/20 finds that Workiva Wdesk for the three lines of defense 
has achieved for organizations are:

 n Fully integrated view of all organizational risks, controls, policies, and issues.

 n Single source of truth that enables all three lines of defense in their respective 
roles.

 n Automated control and risk assessment through workflow and tasks.
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 n Structured and uniform audit evidence and related approvals.

 n Reduction in errors by automating the validation of compliance and control - 
removing errors from manual processes and reconciliation that was incomplete or 
incorrectly entered.

 n Significant efficiencies in time through automation of workflow and tasks, as well 
as reporting. Specifically, the time it took to build reports from documents and 
spreadsheets now is just a matter of seconds. 

 n Consistency and accuracy of information as all internal stakeholders have to 
conform to consistent processes and information collection. A single solution 
with a uniformed and integrated process and information architecture.

 n Accountability with full audit trails of who did what and when; this particularly 
has delivered value in fewer things slipping through the cracks.

Considerations in Context of Wdesk for the Three Lines of Defense
Every solution has its strengths and weaknesses and may not be the ideal fit for all 
organizations in all situations. While GRC 20/20 has identified many positive attributes of 
Workiva Wdesk to enable organizations in the three lines of defense, readers should not 
see this as a complete and unquestionable endorsement of Workiva.

The core value of Workiva is in how they operate their business on honesty, transparency, 
and a relentless focus on their customers. As a cloud technology company, they utilize 
customer feedback and deliver continuous feature enhancements and a rapid and agile 
development process. Workiva differentiates not only on the innovative technology they 
provide, and the speed and simplicity in how they provide it, but in how they work with 
their customers to drive value and productivity. 

Workiva is delivering a fresh approach to GRC and specifically, in the context of this 
report, all three lines of defense. Their solution provides an easy-to-adopt alternative 
that replaces office productivity tools or legacy GRC platforms. With purpose-built GRC 
functionality delivered in the cloud, Wdesk offers an intuitive and simple user experience 
that will engage the first line, executive management, and the board—enabling a more 
effective approach to GRC as well as the second and third lines of defense. 
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About GRC 20/20 Research, LLC

GRC 20/20 Research, LLC (GRC 20/20) provides clarity of insight into governance, risk management, and 
compliance (GRC)  solutions and strategies through objective market research, benchmarking, training, and 
analysis. We provide objective insight into GRC market dynamics; technology trends; competitive landscape; 
market sizing; expenditure priorities; and mergers and acquisitions. GRC 20/20 advises the entire ecosystem 
of GRC solution buyers, professional service firms, and solution providers.  Our research clarity is delivered 
through analysts with real-world expertise, independence, creativity, and objectivity that understand GRC 
challenges and how to solve them practically and not just theoretically.  Our clients include Fortune 1000 
companies, major professional service firms, and the breadth of GRC solution providers. 

Research Methodology

GRC 20/20 research reports are written by experienced analysts with experience selecting and implementing 
GRC solutions.  GRC 20/20 evaluates all GRC solution providers using consistent and objective criteria, 
regardless of whether or not they are a GRC 20/20 client. The findings and analysis in GRC 20/20 research 
reports reflect analyst experience, opinions, research into market trends, participants, expenditure patterns, and 
best practices.  Research facts and representations are verified with client references to validate accuracy.  GRC 
solution providers are given the opportunity to correct factual errors, but cannot influence GRC 20/20 opinion. 


