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Outline 
› The State of SOX  
› The Role of Risk Management 
› Implementing A Risk Management 
Framework 
› Recommendations 
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Current State of SOX Compliance 
› Costs of SOX audits continue to rise annually 
› Control frameworks continue to grow 
› External Audit’s scope is growing 
› Many companies are doing too much but refuse 
to adjust their frameworks for efficiency 
› Guidelines call for a risk based approach but not 
many enterprises see the value 
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Audit Costs: Current State 
› Audit Costs 

• 95% of small companies spend less than $500k on 
SOX compliance annually. 

• 58% of large companies spend more than $1 million 
on SOX compliance annually 

• 25% of large companies spend more than $2 million 
annually. 

• 85% of companies overall said that external auditors 
relied on internal testing for non-critical controls 
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Risk programs are still immature 
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Technologies are insufficient 



The Risk Maturity Curve 

• Business process  

• Business performance 

• Control monitoring 
• Process modeling 
• Dashboards 
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• Documentation 

FOCUS TECHNOLOGY 

• Control enforcement 
• BI/analytics 
• GRC monitoring 

• Manual assessments 
• Workflow and alerts 
• Aggregation 
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Right-size SOX for better outcomes 

› Risk management lets companies align to the 
business 
› Address the critical risks through controls 
› Meet the requirements of audit through 
thoughtful exclusion of controls with evidence of 
the risk assessment process 
› Control audit costs and resources with 
appropriate controls 



2016 State of Sarbanes Oxley / Internal 
Controls Market 



2016 State of Sarbanes Oxley / Internal 
Controls Market 
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Risk Overview 
The Role of Risk Management 

13 
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ISO 31000 

Establish  
the context 

Identify the 
risks 

Analyze the 
risks 

Evaluate the 
risks 

Treat the 
risks 
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ISO 31000 

•  Articulate the objectives of the organization, function, process, 
or asset under consideration. 

•  Explain the goals and benefits of the risk management efforts 
in support of those objectives. 

•  Describe the resources required to be successful and how you 
will measure success. 

 

Analyze the 
risks 

Evaluate the 
risks 

Treat the 
risks 

Establish  
the context 

Identify the 
risks 



© 2016 Forrester Research, Inc. Reproduction Prohibited 17 

ISO 31000 

•  Identify sources of risk and areas of impact, events and their 
causes and circumstances. 

•  Create comprehensive list of risks that might create, enhance, 
degrade, or delay the achievement of objectives. 

•  Consider whether sources of risk are known or controllable, 
and whether there are potential cascading consequences. 

 

Establish  
the context 

Identify the 
risks 

Analyze the 
risks 

Evaluate the 
risks 

Treat the 
risks 
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ISO 31000 

•  Detail positive and negative consequences/impacts. 

•  Estimate frequency or likelihood. 
•  Consider factors that will have an impact on impact and/or 

likelihood. 

•  Consider impact of existing controls. 
 

Establish  
the context 

Identify the 
risks 

Analyze the 
risks 

Evaluate the 
risks 

Treat the 
risks 
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ISO 31000 

•  Compare risk analysis to risk thresholds. 

•  Consider impacts that extend to organizations other than the 
one that owns the risk 

•  Schedule further investigation when needed. 
•  Determine and prioritize treatment options. 

 

Establish  
the context 

Identify the 
risks 

Analyze the 
risks 

Evaluate the 
risks 

Treat the 
risks 
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ISO 31000 

•  Consider multiple options to avoid, accept, increase, share, 
transfer, remove, or mitigate risks. 

•  Set treatment plans including  
•  Expected benefits, responsibilities, proposed actions, resource 

requirements, performance measures, reporting requirements, 
and timelines. 
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Sample Risk Management Policy 
•  Risk assessments can be conducted on any entity within the company or 

any outside entity that has signed a Third Party Agreement with the 
company. 

•  Risk assessments can be conducted on any business process 
•  The execution, development and implementation of remediation programs 

are the joint responsibility of all aspects of the business and oversight by 
executive management is a must. 

•  Employees are expected to cooperate fully with any Risk Assessment 
being conducted on systems for which they are held accountable. 
Employees are further expected to work with the Risk Assessment Team in 
the development of a remediation plan.  

•  Any risk rating that is a high or critical risk to the company (ranking of 4 or 
5) shall be brought before the Risk Management Committee for debate.  

•  All other risks (ranking of 1-3) will be evaluated and resolved at the senior 
management level.  
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Getting Everyone Onboard 
Implementing a Risk Management 
Framework 

22 



Overcome Risk Perceptions 

Risk managers are traffic cops Risk management is a roadblock 

Risk management is expensive Risk management is not my responsibility 



Foster Cultural Change 
Create a “speak up” culture 
•  Reinforce that it’s not a bad thing to identify risk... It’s not a poor reflection of 

the individual. 
•  Make it clear that risk is considered in important decisions. 
•  Therefore, good risk data and participation are critical.  

Have managers require risk input and consideration 
•  Insert risk process into standard operating procedure... vendor selection, 

application design, architectural reviews, etc. 

Tie risk to objectives 
•  Consider the company’s, function’s, or team’s strategic plan 
•  What are the risks to achieving that plan? 
•  How will good risk management practices improve performance? 
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Risk program benefits 
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CATEGORY BENEFITS METRICS 

Efficiency •  Reduced costs of risk assessments and 
aggregation 

•  Speed of policy development, approval, 
distribution 

•  Improved speed/cost of risk reporting 
•  Improved speed/cost/coverage of audits 

•  Staff-hours saved per 
process 

•  Payroll savings from delay 
or avoidance of staff 
increase 

•  Reduction in costs for 
internal and external audits 
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CATEGORY BENEFITS METRICS 

Efficiency •  Reduced costs of risk assessments and 
aggregation 

•  Speed of policy development, approval, 
distribution 

•  Improved speed/cost of risk reporting 
•  Improved speed/cost/coverage of audits 

•  Staff-hours saved per 
process 

•  Payroll savings from delay 
or avoidance of staff 
increase 

•  Reduction in costs for 
internal and external audits 

Risk 
reduction 

•  Reduction in incidents, near misses, loss events 
•  Reduction in regulatory fines, actions, law suits, 

etc. 
•  Reduction in time to discover control gaps, 

violations 
•  Reduction in audit/assessment findings 

•  Reduced number and cost 
of incidents 

•  Reduced number/size of 
fines 

•  Reduced cost of capital 
•  Reduced insurance 

premiums 
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CATEGORY BENEFITS METRICS 

Efficiency •  Reduced costs of risk assessments and 
aggregation 

•  Speed of policy development, approval, 
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•  Improved speed/cost of risk reporting 
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process 

•  Payroll savings from delay 
or avoidance of staff 
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Risk 
reduction 

•  Reduction in incidents, near misses, loss events 
•  Reduction in regulatory fines, actions, law suits, 

etc. 
•  Reduction in time to discover control gaps, 

violations 
•  Reduction in audit/assessment findings 

•  Reduced number and cost 
of incidents 

•  Reduced number/size of 
fines 

•  Reduced cost of capital 
•  Reduced insurance 

premiums 

Strategic 
support/ 
Enhanced 
performance 

•  Use of risk info in management/exec decisions 
•  Improved decision making when risk is 

considered 
•  Risk intelligence coverage 
•  Risk management process coverage 
•  Improved reputation among stakeholders 

(partners, regulators, customers, etc.) 

• Reduction in reactionary 
costs 

• Frequency of risk data used 
in business decisions 

•  Improvement in financial or 
operational metrics 



TEI Approach and Methodology 

Perform due 
diligence 

Conduct 
interviews 

Create composite 
organization 

Construct financial 
model 

Write case 
study 

The Forrester Total Economic Impact 

Links structured 
and unstructured data 

Version control 
and accountability 

Centralized 
collaboration 



Return on 
Investment:  

238% 

Annual time savings on 
SOX certifications:  

240 hours   

Time to finalize  
a control:  

2 weeks!2 days 
  

 

Forrester Total Economic Impact:  
Technology Enables SOX ROI 
Forrester has determined the following three-year risk-
adjusted ranges in financial impact from technology 
investment. 

Download the complete report to see how an auto parts retailer gained a  
three-year, risk-adjusted 238% ROI by implementing Wdesk for SOX. 
 
workiva.com/soxroi 
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Operational Financial reporting Legal & compliance Strategic 

Risk pros’ time 
spent on each risk 

type 

Losses in market 
value caused by 

each risk type 

Source: “How to Live with Risks,” Harvard Business Review, July-August 2015 Issue 

Risk Managers Need To Refocus 



Tips for success: Make risk your friend 

ü 
  Leverage risk management to determine the true size of the control 

framework based on the size and complexity of the organization.  

ü 
  Document any differences between the prior and adjusted framework, and 

use risk assessments and oversight when removing controls. 
 

ü 
Show up to planning and strategy meetings with solutions to support 
business objectives, not assessment projects to say what’s wrong. 
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Tips for success: Make technology your 
friend 

 
•  100% Cloud built 
•  Single document model with full audit trail 
•  Changes made by business end-users 
•  Dynamic and evolves with the business 
•  Implementation executed in hours and days 



Thank you 
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Chris McClean 
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